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Résumé / Abstract :
There is a growing trend in the networking community to use machine learning (ML) methods to solve
classic networking problems. The course will show how to model network problems using ML and present
several important applicaƟons, such as anomaly detecƟon or network design and management.

Prérequis / Prerequisite :

ObjecƟfs / ObjecƟves :
The goal of the course is to explore how to use classic and advanced methods from machine learning in a
networking context. We will present some of these methods among linear regression, Support Vector
Machine, Reinforcement Learning, graph kernels, etc., and show how they can be applied to solve
important networking problems such as the detecƟon of anomalies in network traffic to show potenƟal
threats or discover the source of failures or the design of Internet of Things (IoT) and Unmanned Aerial
Vehicles (UAV) networks.

Contenu / Contents :
The course will present machine learning methods used to study networks. It will start with a short
presentaƟon of classic ML algorithms.
Then, in the first part of the course, there will be a focus on methods to compare networks, in parƟcular
graph kernels. We will show how these techniques can be used to detect anomalies or aƩacks in
telecommunicaƟon network traffic. This will be the topic of the course project.
The second part of the course will invesƟgate Reinforcement Learning (RL) where the agent explore the
environment to learn from it and maximize the rewards obtained from the acƟons taken.
We will present basic RL methods such as mulƟ-armed bandit and Q-learning algorithm and invesƟgate the
applicaƟons of RL for the design of Internet of Things (IoT) and Unmanned Aerial Vehicles (UAV) networks.
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Acquis / Knowledge :

Explain graph comparison methods
Use graph kernels to compare networks
Know the main network anomaly detecƟon methods
Use reinforcement learning methods to solve networking problems

EvaluaƟon / Assessment :

A serie of homeworks: 1/4 of the final note.

A project: 1/4 of the final note.

A final exam (without documents): 1/2 of the final note.
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