MASTER COMPUTER SCIENCE https://ubinet.univ-cotedazur.fr/DataMining

Ex @ e
FRANCARE ; ’ POLYTECH' v A 5, s
i NICE SOPHIA ocmmsvress | UNIVERSITE LR
B .oxnorans | COTE DAZUR
Ubiquitous Networking (Ubinet)
Master Program
HOME PROGRAM APPLICATION DOUBLE DIPLOMA PROGRAMS PHD & R&D JOBS
CONTACT

Home » Machine Learning for Networks: Algorithms and Architecture

Machine Learning for Networks: Algorithms and Architecture
Responsable / In charge of : Giroire Frédéric (Frederic.GIROIRE@cnrs.fr)

Résumé / Abstract :

There is a growing trend in the networking community to use machine learning (ML) methods to solve
classic networking problems. The course will show how to model network problems using ML and present
several important applications, such as anomaly detection or network design and management.

Prérequis / Prerequisite :

Objectifs / Objectives :

The goal of the course is to explore how to use classic and advanced methods from machine learning in a
networking context. We will present some of these methods among linear regression, Support Vector
Machine, Reinforcement Learning, graph kernels, etc., and show how they can be applied to solve
important networking problems such as the detection of anomalies in network traffic to show potential
threats or discover the source of failures or the design of Internet of Things (loT) and Unmanned Aerial
Vehicles (UAV) networks.

Contenu / Contents :

The course will present machine learning methods used to study networks. It will start with a short
presentation of classic ML algorithms.

Then, in the first part of the course, there will be a focus on methods to compare networks, in particular
graph kernels. We will show how these techniques can be used to detect anomalies or attacks in
telecommunication network traffic. This will be the topic of the course project.

The second part of the course will investigate Reinforcement Learning (RL) where the agent explore the
environment to learn from it and maximize the rewards obtained from the actions taken.

We will present basic RL methods such as multi-armed bandit and Q-learning algorithm and investigate the
applications of RL for the design of Internet of Things (loT) and Unmanned Aerial Vehicles (UAV) networks.
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Acquis / Knowledge :

Explain graph comparison methods

Use graph kernels to compare networks

Know the main network anomaly detection methods

Use reinforcement learning methods to solve networking problems

Evaluation / Assessment :

A serie of homeworks: 1/4 of the final note.

A project: 1/4 of the final note.

A final exam (without documents): 1/2 of the final note.
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